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ABSTRACT

Vulnerabilities of GNSS (Global Navigation Satellite Systems) or non-GNSS based localization include (1) unintended
disruptions of the position or timing solution, (2) malicious attack on the physical or virtual infrastructure of the
localization engine, (3) theft of information from the localization engine or its associated modules, and (4) loopholes in
the policy framework supporting the legal creation and exploitation of location-based applications jeopardizing the
privacy of the individual. This paper gives a brief overview to the state-of-the-art in vulnerabilities in localization,
including in its technology, security, robustness, privacy, and policy aspects. It discusses the requirements for
enhancing the trustworthiness of localization as to overcome a majority of the vulnerabilities. The paper addresses in
particular the question of what are the constraints of ensuring continuous logistics of a localization solution and
potential solutions. Thus, this paper presents firstly a brief state-of-the-art analysis of vulnerabilities in localization and
then focuses on the requirements for enhancing the trustworthiness.

INTRODUCTION

Positioning and navigation technologies include satellite-based systems, i.e. Global Navigation Satellite Systems
(GNSS), as well as non-GNSS techniques for determining the position of a person or an object of interest. Many
navigation systems are also capable of providing precision timing. Such systems are increasingly being used in safety-
and/or security-critical applications such as aviation, autonomous vehicles, and emergency services, as well as
synchronization within communication systems, financial infrastructures, power grids, etc. This makes navigation
technologies not only an obvious target for malicious attacks but also a critical point-of-failure in case of unintentional
disruption. The growth in vulnerabilities has far outpaced the spread in public and authorities’ awareness, as well as
development of mitigation techniques.

Virtually every segment of society and industry would be negatively impacted, if positioning systems, such as the
Global Positioning System (GPS) or the European Galileo, were to face widespread disruptions. The segments of
society that would be affected include: emergency services, civil protection authorities, the financial industry including
stock markets, transportation (including road transport, maritime, aviation, and rail), communications, power
distribution, and logistics, just to name a few areas. What many people fail to realize is that GNSSs provide not only
positioning services but also precision timing services. While both are critically important in modern society, the
importance of timing services to critical infrastructures, such as power distribution systems, is even more severely
overlooked. Furthermore, threats to the security and reliability of navigation systems are not limited to GNSS
technologies alone. Alternative positioning systems based on cellular signals, WiFi signals, or other radio-frequency
signals, as well as peripheral technologies, are subject to various vulnerabilities, such as database attacks, false emitters,
or mal-use of individual Medium Access Control (MAC) addresses. In many cases, a location information service
provider or location aggregator [1] collects user data for the positioning purpose and also maintains various location
databases used for location estimation. This exchange of information between actors introduces many potential privacy
and security vulnerabilities. Moreover, these vulnerabilities should not be addressed only from a technological
perspective. In many cases, legislation surrounding these issues is not keeping pace with the advances of technology,
resulting in inadequate legal protections. Lastly, the security of location information should be considered not just on a
macroscopic societal scale but also on a personal level. The rising use of disruptive devices such as personal privacy
devices (PPD) is rooted in the increased concerns over personal privacy regarding location tracking technology. The



threat of unwanted interception of location information impacts the personal safety of individuals, and there are many
reported criminal cases where location information has either been maliciously intercepted or unintentionally revealed.

This paper originates from a research project named INSURE (Information Security of Location Estimation and
Navigation Applications) and is organized as follows: first, the layers of information security in location estimation are
presented. Secondly, a short review of vulnerabilities in localization is introduced followed by discussion on the
requirements for enhancing the trustworthiness. Finally, potential countermeasures are addressed to improve the
robustness of location estimation and its overall information security in all domains with identifying steps to be taken.

LAYERS OF INFORMATION SECURITY

Apart from a small cadre of experts, few people have given serious consideration to the effects that would be posed to
society if positioning systems, such as the GPS or Galileo, were to face widespread disruptions. Such threats are not a
matter of mere possibility or imagination. They have already surfaced on many occasions, although the impacts have
thus far been mostly local in nature. For example, during 2009 and 2010 the US Federal Aviation Administration (FAA)
attempted to deploy a GPS augmentation system at Newark International Airport that would allow GPS-based precision
landings. However, repeated episodes of intentional jamming of the GPS signals caused extensive delays of the testing
and commissioning of this system. Although it took months to identify the source of the radio-frequency interference,
ultimately it was traced to the use of so-called “personal privacy devices” (PPD) on a nearby highway, which jam the
GPS frequencies and render nearby GPS receivers useless [2].

The motivation for using such devices can range from relatively benign (avoiding tracking of employees) to extremely
malicious. For example, GPS jammers have been used by criminals in many robberies of vehicles to render automatic
alarm systems useless [3]. Also location information from the mobile phones has been used by malicious apps to launch
location-based attacks or malware [4] or to build an accurate profile of the user and thus expose him/her to possible
identify thefts or other attacks [5].

As mentioned above, threats to the security and reliability of navigation systems are not limited to GNSS technologies
alone. Alternative positioning systems based on cellular signals, WiFi signals, or other radio-frequency signals, as well
as peripheral technologies, are subject to various vulnerabilities, as outlined in Figure 1, which illustrates the main
actors involved in localization. These include the Location Information Service (LIS) provider, the LBS (Location
Based Service) provider and the end-user. The LIS offers the actual technology to position the user. In many cases, it
collects user data for the positioning purpose, and it also maintains various location databases used for location
estimation. This exchange of information between actors introduces many potential privacy and security vulnerabilities.

Lastly, the security of location information should be considered not just on a macroscopic societal scale but also on a
personal level. The rising use of disruptive devices such as PPD is rooted in the increased concerns over personal
privacy regarding location tracking technology. The threat of unwanted interception of location information impacts the
personal safety of individuals, and there are many reported criminal cases where location information has either been
maliciously intercepted or unintentionally revealed [6].

Trustworthy localization implies that the application using these technologies can rely on a steady, uninterrupted, and
uncompromised flow of positioning (or timing) information for as long as the application is operational. At the
innermost core of different layers of requirements for trusted navigation and localization systems are the requirements
of a robust electronics and communication system, including the localization engine, sensor modules, and antennae, etc.
Next layer consists of requirements of cyber-security of the information highway, including data, network busses,
databases, user- and internet-interfaces, etc. The third layer includes requirements for pre-empting vulnerabilities in the
local environment, for example, presence of spoofing, jamming, multipath, and unavailability of GNSS signals (due to
urban canyon, foliage, or moving indoors), etc. The fourth layer presents requirements with regards to the
vulnerabilities of the positioning infrastructure; including the GNSS signal structure, WiFi access points, and cameras
(in case of visual-aided infrastructure-less positioning), etc. The fifth and outermost layer deals with requirements to
overcome the vulnerabilities in the legal framework. While the requirements of the innermost layer are well-
documented and form a significant part of any positioning solution hardware, the requirements from the rest of the
layers are typically less discussed. Figure 2 depicts the layers identified.

Although the security threats associated with location technologies are not widely known to the general public, there are
several groups researching these topics internationally. For example, researchers from the University of Texas
demonstrated how easily the satellite navigation signals used at sea can be spoofed to disorient a ship’s navigation
system and force the auto-pilot to change course [7]. The US Department of Homeland Security has been investing
heavily in research and development to detect and mitigate GPS jamming [8]. Similarly in Europe, especially the UK,
authorities have strongly invested in interference monitoring initiatives through, for example the GAARDIAN [9] and
SENTINEL [10] projects. The STRIKE3 EU H2020 project [11] is on the other hand a new initiative aiming at
standardising the systems, processes and interfaces for GNSS interference reporting and receiver testing.
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Figure 2. Different layers of requirements of trustworthy localization

However, not enough attention has been paid to information security in positioning and navigation applications, nor to
the related legislation. Security issues are encountered at all levels of the stakeholders involved in a localization
process: end-user privacy, security of the localization solution offered by the localization provider, and authentication
and trust issues from the LBS provider’s point of view. The growing processing capacity of mobile devices (e.g.
smartphones) as well as the possibilities enabled by cloud computing facilitate innovative solutions that have not been
feasible before. For example, the ability to process and analyze raw GNSS signal measurements on a smartphone has
only recently become a possibility.

CURRENT VULNERABILITIES IN LOCATION ESTIMATION

Vulnerabilities of localization as for example the ones described in [12-18] include unintended interference of the
position or timing solution, deliberate attack on the physical or virtual infrastructure of a localization system, theft of



information from the localization system or its related segments, and gaps in the policy framework supporting the legal
creation and exploitation of location-based applications potentially risking the privacy of the individual.

GNSS vulnerability is becoming more real and the risk is ever increasing. Failure of safety and mission critical location-
based systems, such as power systems, military operations, aircraft systems and high value transport systems as well as
governmental systems such as road user charging or commercial structures such as pay-as-you-go services, can have a
shattering impact on infrastructure, economic stability, crime prevention and national security. Unintentional threats are
those where unintended interference from some other source affects location estimation performance (e.g. other radio
systems such as mobile phone networks etc. to GNSS). Deliberate/malicious threats include those incidents where the
threat is a direct attack on a specific object. Intentional interference may take a number of forms such as:
» Jamming: Broadcast of an interference signal to prevent a GNSS receiver from acquiring and tracking GNSS
satellites
» Spoofing: Broadcast of synthetic GNSS signals to try to trick a GNSS receiver into using the false signals and
obtaining an incorrect position or time
* Meaconing: Re-broadcast of real satellite signals after a brief delay in order to create errors in the GNSS
receiver
The reasons for intentional interference may be crime, terrorism, or deliberate mischief without clear understanding of
the consequences. The recent increase in the use of PPDs is an example of deliberate interference towards GNSS that is
occurring more and more without the actors actually having broader harming intentions — just unawareness of the risks
and more extensive affects. Reasons for using the personal privacy devices may include incentives such as fraud and
privacy concerns, and may be in response to e.g. road charging or offender tracking processes.

Regarding vulnerabilities in non-GNSS, the WiFi signals or other signals from the ISM (industrial, scientific and
medical) band that can be used for in particular indoor localization are also highly vulnerable to radio interferences as
ISM bands are freely shared by many signals and applications [19].

REQUIREMENTS FOR ENHANCING TRUSTWORTHINESS

Localization is becoming an increasingly crucial part of modern communication systems, such as Internet of Things
(1oT) and 5G cellular communications. As such, the location trustfulness and the ability to identify and authenticate
correctly the three actors in localization (see Fig. 1) are very important issues. There are currently very few metrics to
define the location trustworthiness, and the majority of the research in wireless localization is focused towards accuracy
and availability of the positioning solution. We define here the following trustworthiness metrics:

*  Proximity metrics: only a certain geo-spatial region could be allowed for a LIS provider, LBS provider or
end-user when receiving information from the other actors in Fig.1. For example, a user device located in
Helsinki, Finland could reject all database information or all service providers which are not tagged in Helsinki
region (or in a smaller defined geographical region). Both distance proximity and temporal proximity metrics
could be envisaged [20]

« Authentication metrics: the signals used for positioning could have authentication keys embedded within
them, so that un-authorized or fake signals are automatically rejected. Similarly, the LBS provider can offer
services only to authorized users, identified through certain authentication procedures

« Similarity metrics: if the LIS or LBS providers have access to the location information of many users, some
similarity patterns between users located in close proximity to each other can be checked and the outliers can
be thus detected and removed. Also similarity patterns with past user geo-location information, when such
information is available, can be used for an increased trustworthiness of the user location data from the
network side

* Privacy metrics, such as the location uncertainty related to a particular user or the linkability of location
information to the user who generated it [21]

COUNTERMEASURES AND PREPAREDNESS

Though development and preparedness for threats have increased in recent years in systems relying on location, there
are still much to do regarding reliability. Developing countermeasures have been very active in the past few years in
particular in GNSS receiver design and also non-GNSS based localization systems are more and more equipped with
robustness features for failures.

GNSS

Most of the GNSS jammers encountered are based on a pulsed chirp-generator with varying period and frequency -
these are easier and cheaper to produce and are effective because GNSS receivers generally lack protection against such
attacks. Interference countermeasures can be implemented in all stages of a GNSS receiver, the acquisition, tracking
and navigation stages. Reliability monitoring and outlier detection are also crucial in threat risk analysis. In addition,
anti-attack methods utilizing inertial sensors or vision to augment the GNSS signal processing in the presence of
unwanted radio frequency signals harassing the GNSS processing increase information security.



Interference detection can be done through monitoring of the AGC (automatic gain control) level, the received signal
strength of each tracked satellite and the digitized signal levels [22-23]. In general terms, jamming detection can be
defined as the process of revealing the presence of a jamming source within the signal band of interest, as e.g. discussed
in [24]. Multiple antennas can also be used to detect an interfering signal by exploiting the spatial properties of signals
received from satellites and from a jammer respectively (i.e. they arrive from different directions). Such a detector was,
for example, proposed in [25], where the phase difference between two receive antennas was estimated and used to
detect a spoofing. Interference can also be detected based on correlation with other sensor, as e.g. discussed in [26].

Interference mitigation methods can be divided into techniques based on signal processing, antenna configuration,
sensor integration and system deployment. More information can be found e.g. in [18, 27-30]. With regards to
interference mitigation the following are some of the most prevailing approaches:

« Interference mitigation using signal processing techniques

» Using antenna configurations for example, antenna arrays

« Sensor integration with inertial navigation systems and visual sensors

«  Techniques related to system deployment e.g., use of multi-GNSS receivers and use of cooperative systems

Non-GNSS

Many indoor localization solutions nowadays rely on two phases, the training phase which collects data from indoor
spaces and the estimation phase, when the actual mobile positioning is done. The collected data can take various forms,
such as signal fingerprints, coverage areas, timing information, and so on. The data gathered in the training phase is
stored at a location server in huge databases. In the on-line estimation phase, parts of this data are transferred to the
mobile to enable it to calculate its location. Many indoor localization technologies nowadays, such as WiFi, Bluetooth,
RFID, etc, which rely on Received Signal Strength (RSS) measurements for positioning purposes, are highly vulnerable
to location jamming, spoofing and location database manipulation attacks. Solutions to deal with the vulnerabilities in
non-GNSS localization solutions include:

e anonymity zones to preserve the anonymity of message destination in positioning-based routing of messages,
for example in mobile ad hoc networks [31]

» improving the secrecy capacity of the Primary User (PU) channel by sharing the channel with secondary users
(SU) [32]

» using Spatial-Temporal provenance Assurance with Mutual Proofs (STAMP) scheme for mobile devices that
allow the co-located users to mutually prove their location history while still protecting the anonymity and
location privacy of individual users [33]

» time, RSS, amplitude and angle discrimination methods [34]. For example, jumps in amplitude, RSS and/or
signal-to-noise ratio of the navigation signal can be used to identify possible attacks; also a big clock offset
during a short time or fast phase changes may be good indicator for an attack

« consistency cross-checks [35], for example, cross checking the consistency of the data from the inertial sensors
and the localization results from the wireless signals can provide more information about the trustfulness of a
location estimate

« database protection (e.g., through watermarking) and attack-proofing in crowdsourced positioning

* integrity monitoring solutions [36]

Cryptography

Cryptography is crucial for ensuring information security and, hence, it will be important also for increasing the
trustworthiness of location estimation. Typical use cases of cryptography include providing confidentiality, integrity,
and authenticity for data in communication or storage (see, e.g., [37]):

«  Confidentiality ensures that the data can be accessed only by authorized entities. Typically this means that an
entity encrypts the data with a strong encryption algorithm (e.g., with AES [38]) that allows decryption only by
entities who possess the secret key used in the algorithm

» Integrity ensures that an entity is able to verify that the data has not been tampered. This can be achieved, for
instance, by computing a cryptographic check sum with a hash function (e.g., with SHA-256 [39])

» Authenticity provides proofs that an entity is the one that it claims to be (e.g., with cryptographic access
control or challenge-response protocols) or that data truly comes from an entity it is claimed to come from
(e.g., with digital signatures)

All above aspects can have importance also in location estimation and handling of position data. Despite the severity of
security threats in location estimation, information security has had a low priority in designing these systems and they
include only little use of cryptography [40]. In military GPS, cryptography restricts access to more precise location
information (although the specifics are classified) [41]. There are plans to include cryptography even for civilian use in
future GNSS systems such as in the Galileo commercial service, e.g., using strong cryptographic authentication would
prevent the threat of fake satellites. However, cryptography cannot prevent all attacks in GNSS, such as replay
attacks/meackoning where a signal from a legitimate satellite is replayed by an adversary [42].



Cryptography can play a role also in location estimation itself. Cryptographic distance-bounding protocols (e.g., [43])
are protocols to derive a strict upper-bound for the distance between two entities. They derive this bound by utilizing
the fact that signals cannot travel faster than the speed of light and prevent cheating in the protocol by using
cryptographic commitments and authentication [43]. Such protocols can be used, e.g., for secure positioning in wireless
networks without relying on external positioning services (such as GNSS) [40,44].

Cryptography has significance also in ensuring privacy. Contemporary location based services rely on a user releasing
his/her location data to the service provider which is an obvious privacy concern. Cryptographic techniques would
allow, e.g., proximity testing so that the exact locations are not revealed (e.g., [45]). This kind of applications are mostly
still in their infancy but can be expected to play a role in the future when people become more aware of privacy aspects
of location based services.

Legal Aspects Related to Systems, Devices and Privacy

In the EU and Finland in particular, legal initiatives in order to prevent GNSS jamming and spoofing threats have not
received enough attention till today. For its part, Galileo Public Regulated Service (PRS) represents an important
addition in the area [16]. The objective of the legal analysis under the INSURE project (www.insure-project.org), that
the authors are involved in, is to explore the existing legislation and its suitability to promote system security and
location data privacy, and to tackle illegal jamming and spoofing devices. Several legal aspects are relevant in this
respect:

Personal data protection relating to the collection and use of the location information

Risks exposed with using jamming and spoofing devices

The right to own, possess, and use devices that interfere with or alter the signals

The limits of legitimate activities and consequences for exceeding them

The assessment of whether the European, and Finnish, regulation is up to date with regard to this phenomenon

abrwnE

The term ‘spoofer’ and in many cases ‘jammer’ may not be mentioned in the relevant laws, but the use of devices that
interfere with radio communications could be illegal in different laws. At EU level, relevant provisions and initiatives
are rather scattered: with regard to Galileo PRS, Decision No 1104/2011/EU of the European Parliament and of the
Council of 25 October 2011 on the rules for access to the public regulated service provided by the global navigation
satellite system established under the Galileo programme (PRS Access rules) [46] is an important legal document. A
point of contact must be designated for purposes of reporting electromagnetic interference, which is apt to harm and
affect the PRS. It also includes provisions on manufacture and security of receivers as well as export restrictions for
technology. Moreover, Decision No 676/2002/EC of the European Parliament and of the Council of 7 March 2002 on a
regulatory framework for radio spectrum policy in the European Community (Radio Spectrum Decision) [47] aims at
coordination of radio spectrum policy for availability and efficient use while taking into account the interests in
avoiding harmful interference, among others. With regard to equipment, the Radio Equipment Directive (RED)
2014/53/EU [48] applies from 13 June 2016 revising the R&TTE Directive 1999/5/EC [49]. Similarly, the
Electromagnetic Compatibility (EMC) Directives 2004/108/EC [50] has been replaced by Directive 2014/30/EU of the
European Parliament and of the Council of 26 February 2014 on the harmonisation of the laws of the Member States
relating to electromagnetic compatibility (recast) [51] on 20 April 2016. These legal instruments will be relevant in
addressing the legal status of jamming and spoofing devises in particular. In addition, the EU data protection law must
be taken into account. The most important piece of legislation dealing with the protection of personal data, including
location data, is the Data Protection Directive of 1995 [52] which will be replaced by the General Data Protection
Regulation (GDPR) [53] in May 2018. Simultaneously, some provisions of the e-Privacy Directive [54] are relevant to
address location privacy in the electronic communications sector. The Finnish legal framework is significant in light of
relevant EU law, including amendments made or needed to comply with the requirements. Furthermore, various
provisions, including those of criminal law, exist at national level.

Proceeding from the current legal frameworks, the INSURE project analyses current suitability in preserving and
improving GNSS system security, in dealing with jamming and spoofing devices and in ensuring the privacy of
individuals. The main goal relating to policy aspects of the INSURE legal team is to address the balance between
system security and end-user privacy from a legal perspective. The effectiveness and limits of existing anonymization
techniques and possibility of using location data in business is of particular interest. Analysis is needed on issues, such
as which data is at risk and why, alongside mapping the grey areas of legislation in EU and in Finland.

CONCLUSIONS

This paper addressed aspects of trustworthiness in localization related to the INSURE project: what are the constraints
of ensuring continuous logistics of a localization solution, different layers of location information security, requirements
and the potential solutions. Firstly a brief state-of-the-art analysis of vulnerabilities in localization was given followed
by reviewing the countermeasures in GNSS, non-GNSS, cryptographic techniques and legal aspects all taken into
account. The authors’ research in the INSURE project as a whole aims to contribute to a trustworthy localization future
— increased trustfulness being the main aim of the INSURE project.


http://www.insure-project.org/
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